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PRODUCT

Welcome to the first Guardient Product Update — your quarterly briefing on new features,
platform improvements, and important security advisories. We're committed to keeping you

informed and your environment protected.

== PLATFORM UPDATES

NEW FEATURES & ENHANCEMENTS

NEW

GUARDIENT V3.0 — FULL PLATFORM RELEASE

Guardient v3.0 will replace the current platform on May 1, 2026. The release delivers
a complete Ul revamp alongside a new generation of built-in solutions, including a
redesigned Case Management workflow, an integrated GRC platform, a Zero Trust
platform, and additional capabilities all unified under a single pane of glass. Expect
tighter workflows, faster navigation, and meaningful improvements to day-to-day

analyst and administrator experience.

NEW

GITHUB & GITLAB LOG INGESTION

Guardient now ingests audit logs from enterprise GitHub and GitLab accounts, giving
your SOC visibility into source control and CI/CD activity alongside endpoint,
network, and cloud telemetry. With supply chain attacks like the recent Trivy
compromise abusing trusted GitHub Actions to silently exfiltrate credentials from
CI/CD pipelines, monitoring repository and pipeline events has moved from a nice-to-
have to a baseline control. Detect tag tampering, unauthorized workflow changes,

suspicious clone activity, and credential theft as it happens — not after the fact.

POLICY BUILDER & SSP BUILDER

Now in Beta. Build the policies and System Security Plan documentation your
organization is required to maintain by answering a few simple questions —
Guardient handles the rest. The builder generates audit-ready policies aligned to the
CMMC framework and other major compliance standards, dramatically reducing the
manual effort required to prepare for assessments. Reach out to your Guardient
team to request access to the Beta.

=== SECURITY ADVISORIES

ADVISORIES & ACTION ITEMS

TRIVY SUPPLY CHAIN COMPROMISE — CI/ICD SECRETS AT
RISK

On March 19, 2026, a threat actor force-pushed 76 of 77 version tags in the
aquasecurity/trivy-action repository and published a malicious Trivy v0.69.4 binary,
injecting credential-stealing malware into CI/CD pipelines globally. Compromised
pipelines silently exfiltrated GitHub tokens, AWS/GCP/Azure credentials, SSH keys,
and Kubernetes secrets while scans appeared to complete normally. Tracked as CVE-
2026-33634. Action required: Pin all GitHub Actions to full commit SHAs (not version
tags), update to Trivy v0.69.3 or earlier, and rotate any secrets accessible to
workflows that ran during the exposure window. Review your org for repositories
named tpcp-docs as a possible indicator of compromise.

» VIEW FULL ADVISORY (AQUA SECURITY)

® MEDIUM SEVERITY

SURGE IN DOCUSIGN-THEMED PHISHING CAMPAIGNS

ESET telemetry recorded a 250% spike in DocuSign-themed phishing detections in
the second half of 2025, with campaigns continuing to evolve through early 2026.
Current attack patterns include OAuth consent phishing (where users are tricked into
granting third-party app access to Microsoft 365 or Google Workspace), QR code
phishing (“quishing”) embedded in PDF attachments, and malware downloads
disguised as signed documents. DocuSign has issued multiple fraud alerts on
seasonal-themed scams and HR/payroll impersonation campaigns. Recommended:
Brief your team to verify all DocuSign envelopes by going directly to docusign.com
and entering the 32-character security code from the bottom of the email — never

click links in unexpected requests.

» VIEW FULL ADVISORY (DOCUSIGN SAFETY ALERTS)

QUESTIONS OR NEED SUPPORT?

Our team is available to help you understand these updates and ensure your environment is
fully protected.

CONTACT YOUR GUARDIENT TEAM -
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